lOQikCUI MANUAL SSO SET-UP

CUSTOMER GUIDANCE

How to configure SSO in Google

In the Admin console go to Apos o~
Click SAML Apps ‘J -
Additional Google services Marketplace apps SAML apps
Blogging, photos, video, sacial tools Add and manage third-party apps kanage 530 and User Provisioning
and mare
Nese Sarvices are not Qovemneaa OF your G
Suite agreement, and other terms apply.
Learn more
Step 1 b 4
Clickthe ¢+ inthe bottom right corner Enable SSO for SAML Applic:atiun

Then slect Setup My Own Custom App
Select an service/App for which you want to setup S50

Filter Apps
Services Provisioning supported
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>
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[SETLIF‘ MY OWN CUSTOM APPJ
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03
Copy the SSO URL
Then download the Certificate
You will need these when you configure SSO in your Logikcull

account.

Click NEXT

04

Under Application Name enter Logikcull
Enter a description and upload a logo if you wish;

Click NEXT

05

Under ACS URL enter
https://login.logikcull/login/callback?connection= CONNECTION ID]
Under Entity ID enter urn:authQ:logikcull:[ Connection ID]

Leave the Start URL blank

Check the Signed Response box

Under Name ID select Basic Information and Primary Email

Under Name ID Format select X509_Subject

Click Next

Step 2 of 5 b
Google IdP Information

Choose from either option to setup Google as your identity provider. Please add details in the S50
config for the service provider. Learn more

Option 1
SS0 URL https://accounts.google.com/o/saml2/idp?idpid=C01nyckyv
Entity ID [ https://accounts.google.com/o/saml2%idpid=C071nyckyv J
, Google_2023-6-27-163836_SAML2.0
Certificate
Expires Jun 27, 2023
[ 4 DOWNLOAD ]
PREVIOUS CANCEL NEXT
Step 30f 5 b

Basic information for your Custom App

Please provide the basic information needed to configure your Custom App. This infoermation will be
viewed by end-users of the application.

Application Name * Logikcull app-id: logikeull
Description
Upload logo [ﬂJ CHOOSE FILE

This laao will he disnlaved for all users who have access 1o this annlication
PREVIOUS CANCEL NEXT
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06

Provide mappings between service provider attributes to available user profile fields.
Complete the Attribute Mapping as shown here:

email Basic Information Primary Emnail
given_name Basic Information First Name
family_name Basic Information Last Name

07

Click FINISH

Definitions:

-
Domain user - a domain user is a user with a username/email that is managed through your company domain. eg. if you

company "Example" uses the email domain "example.com", then "jane.doe@example.com" would be a domain user.

Things to know:

New domain users must be assigned to the Logikcull app in OKTA and added to your Logikcull account in the Logikcull

(https://app.logikcull.com)

All domain users will be required to login through SSO and therefore must be authorized Logikcull users in your IdP.

If you invite users to your Logikcull account that are not domain users, such as external counsel, they will log
into Logikcull directly using a username and password.

If you have enforced 2FA on your Logikcull account, which is recommended, all users will be required to enter a

second factor regardless of login method.
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