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CUSTOMER GUIDANCE

MANUAL SSO SET-UP

How to configure SSO in Azure A

01

Please go to portal.azure.com

Go to Active Directory under Azure Services

02

Click Enterprise Applications on the left panel

03

Click add New Application

04

Select “Click here to try out the new and improved

app gallery”
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# Diagnose and solve problems sso4logikcullgmail.onmicrosoft.com
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l First 50 shown, to search all of your applications, enter a display name or the application ID.

£ All applications

Name

BIG_PIZZA_EXPRESS_HP
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* Application proxy Homepage URL

if?} User settings

ER Workspaces https://www.box.com/

Object ID

a073230d-bae0-4dcd-9114-b552a85...

ead6a552-6e29-4f4c-a99a-0d2bb010...

Application ID

a9197a69-eafb-4fa0-b2d8-...

26e64d33-afc6-4a2a-b7c5-...

Microsoft Azure

Home > Enterprise applications - All applications > Categories > Add an application

Categories X Add an application

R Search resources, services, and docs (G+/)

All (3323)

o Click here to try out the new and improved app gallery. —
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Add your own app

Collaboration (498) DE——
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developing

Construction (7)

Consumer (49)
Register an app you're
working on to integrate
it with Azure AD
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Data services (151)

=,'! On-premises
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Configure Azure AD
Application Proxy to
enable secure remote
access.

EEE Non-gallery

] L
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05

Click Create your own application

06

Enter the name “Logikecull” in the textfield
Then select Integrate any other application you
don't find in the gallery

At the bottom click create.

07

You will be redirected the application:

Under getting started click the Assign users and
groups link and add a test user to the app.

On the left menu bar under Manage, select Single
sign-on

Then select SAML

08

Under section 1click the pencilicon on the top

right corner of the box.

= Microsoft Azure O Search resources, services, and docs (G+/) v 0O

Home > Add an application > Browse Azure AD Gallery (Preview)

Browse Azure AD Gallery (Preview)

—+ Create your own application ]@ Request new gallery app Q Got feedback?

Click here to switch back to the old app gallery experience. —

|/O Search application | C Single Sign-on : All ) ( User Account Management : All ) ( Categories : All )

= Microsoft Azure £ Search resources, services, and docs (G+/) T o & ?2 © &

Create your own application X

What's the name of your app?
| Logikcull |

What are you looking to do with your application?

Home > Add an application > Browse Azure AD Gallery (Preview)

Browse Azure AD Gallery (Preview)

-+ Create your own application ® Request new gallery app Q Got feedback?

o Click here to switch back to the old app gallery experience. —

O Configure Application Proxy for secure remote access to an on-premises application

| P Search application | ( Single Sign-on : All > \/ User Account Manageme

O Register an application you're working on to integrate with Azure AD

Cloud platforms (@ Integrate any other application you don't find in the gallery J

Amazon Web Services (AWS) Google Cloud Platform

Enterprise applications — All applications — “Logikcull”

@ Provisioning

¥ Application proxy ‘1. Assign users and groups —9 2. Set up single sign on
Enable users to sign into their application

using their Azure AD credentials

Provide specific users and groups access
to the applications

C  Self-service

Security Assign users and groups Get started

& Conditional Access

Display Name Object Type Role assigned
Manage
D @ Test User User User

‘I' Properties

&% Owners

&8 Users and groups

( 3 Single sign-on J

@ Provisioning

= Microsoft Azure O Search resources, services, and docs (G+/) I [9 2?2 © &

Home > Add an application > Browse Azure AD Gallery (Preview) > Logikcull - Single sign-on
X

_3 Logikcull - Single sign-on

Enterprise Application

«

Select a single sign-on method  Help me decide

® Disabled {3 SAML
User must manually enter their Rich and secure authentication to

username and password. applications using the SAML (Security
Assertion Markup Language) protocol.

L Overview

Deployment Plan

# Diagnose and solve problems
Manage

' Properties

4% Owners

&8 Users and groups

Set up Single Sign-On with SAML

o Basic SAML Configuration

Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
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Basic SAML Configuration

Save
rode
Under Entity ID enter : Identifier (Entity ID) * O©
The default identifier will be the audience of the SAML response for IDP-initiated SSO
urn:authO:logikcull: [Connection ID] |
3ikeull.

Reply URL (Assertion Consumer Service URL) * ©
Requil The default reply URL will be the destination in the SAML response for IDP-initiated SSO

Under Reply URL (ACS URL) enter :

https://login.logikcull.com/login/cal ':;‘ll;"
lback?connection=[Connection ID] gzzz:
Signon URL ©
Enter a sign on URL
At the top left of the form, click Save then click user.gi

the X'in the top right corner to exit Section 1.

This message may pop up- click No, I'll test later Test single sign-on with Logikcull Integration-AuthQ Test v1

To ensure that single sign-on works for your application, we recommend using the testing capability {in the last step) to test the changes
you recently made. Would you like to test now?

@‘ MNa, I'll test later ‘]

or simply ignore the message and scroll down to

section 2.

09

. . . e o User Attributes & Claims
On section 2 click the pencil icon on the top

givenname user.givenname

right corner of the box surname user.surname

——— [P |

Required claim

Under Required Claim click on Unique User

N
Claim name Value

‘ Unique User Identifier (Name ID) user.userprincipalname [nameid-format:emailAddress]

Identifier (Name ID)

N Choose name identifier format
Under Choose name identifier format select

Unspecified in the dropdown.

Unspecified v

Source * @ Attribute O Transformation

In Source Attribute dropdown select user.mail

Map the remaining attributes as shown to the Source attribute *

hser.mail v

right:

User Attributes & Claims
Click Save

givenname

surname

name

emailaddress

Unique User Identifier

user.givenname
user.surname
user.userprincipalname
user.userprincipalname
user.mail
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10

Go to section 3 and click Download right next to o SAML Signing Certificate &
Certificate (Base64) Status Active
Thumbprint 09857F5FE450384B72E3D37DAEAC46A6A6873154
Expiration 1/28/2023, 3:15:37 PM
) Notification Email nicole.palafox@sso4logikcullgmail.onmicrosoft.com
Scroll down to section 4 and click to copy the App Federation Metadata Url https://login.microsoftonline.com/e6155f10-81... E
Login URL and the Logout URL. Certificate (Base64)
Certificate (Raw) Download
Federation Metadata XML Download

You will need the certificate and login and logout

URL to complete the SSO configuration in your

Logikcull account (under Preferences). o
Set up Logikeull

You'll need to configure the application to link with Azure AD.

Login URL https://login.microsoftonline.com/e6155f10-81... E
Azure AD Identifier https://sts.windows.net/e6155f10-8179-44ef-8f... | [
Logout URL https://login.microsoftonline.com/common/wsf... Ii

View step-by-step instructions

Definitions:

Domain user - a domain user is a user with a username/email that is
managed through your company domain. eg. if you company "Example" uses
the email domain "example.com", then "jane.doe@example.com" would be a

domain user.

Things to know:

New domain users must be assigned to the Logikcull app in OKTA and
added to your Logikcull account in the Logikcull
(https://app.logikcull.com)

All domain users will be required to login through SSO and therefore

must be authorized Logikcull users in your IdP.

If you invite users to your Logikcull account that are not domain
users, such as external counsel, they will log into Logikcull directly

using a username and password.

If you have enforced 2FA on your Logikcull account, which is
recommended, all users will be required to enter a second factor
regardless of login method.
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